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4 Chairman’s Statement on June 25, 2021
Mutual Evaluation of Japan

B The FATF also discussed the joint FATF and
Asia/Pacific Group on Money Laundering (APG)
assessment of Japan’s measures to combat
money laundering and terrorist financing.

The Plenary concluded that Japan’s measures
to combat money laundering and terrorist
financing are delivering results.

Japan has demonstrated good results in
understanding, identifying and assessing its
money laundering and terrorist financing risks,
in the collection and use of financial
intelligence and in the cooperation with its
international partners.

However, the country needs to prioritise efforts
in certain areas, including the supervision of
and preventive measures by financial
institutions and designated non-financial
businesses and professions, the prevention of
misuse of legal persons and arrangements,
and investigating and prosecuting money
laundering and terrorist financing.

The FATF will publish these reports in August,
after a quality and consistency review.

BHADOHEHEE

B FATFEAPG (P27« KEFEIR—-O0-245U>7
WERII-T) HHRETITo. BAROYRO> T
D& &Y 5RICEAT2EHMMmC DOV TERREITO.

B SASETE. BRRYR0O>Y -TOEEXI RO
Rz EIFTVWBcismIIFAN.

B HAKEG, YRO>-FO0EERUR)ZIBMHE 45 7E - 54
LTWBZE, Rt > TUSTOAZRERUF AL
TWaZE, HRRIN- M =L ALTWABE,
[COVWTRUVERZRUL TV,

B UHUEHS, BRI, £RtEE0EIE NUFh
BB O EAZOEALE, vRO>-TOESDIE
B ERFBEREDIFTEDFFICHOVWTESLA(CEDFED
WHENHD.

B FATF(G. FERESOENMBEORESFL
D—BEH=hERLIZDE. S%EkEEZ8HICAK
IBFIE.

(LBFRr : FATFERROAT—MAY N (20216 H258%K) *EEHHR)




8. B4 XRMWAMWBEER (TC: ETFEMINN) DER

FE@%E%E@%E%HQ@

$TC(Technical Compliance) : AT HEHFERRINDBEE
T : FATFOSE 4 RN BIREEEREELD. EEZFMEK

b= 4R nE 4R = 4R
I hROBEEIRIA—R-7TO—F Lc | |1 é?;fgﬁé’g%;fg%@i@%ﬁﬁm%ﬁ LC | |35 EOREAIHT pHIBME Lc
2 ENERUBHOHH PC | |19 léh%@ﬁ(:ﬁﬁﬁt%é-imiﬁf\d)ﬂﬁs LC | |36 @EHXEOHA LC
3 [EREBOBEL LC | | 20 FEFIERISASARTARSRSIRT (¢ | |97 e ommiEs. mBn Lc
4 PRI DFIR- R HE LC | |21 BB L RUBHEDRESTH C | |38 [&f2 LOMEEE FHER VRN LC
5 TOEEHEDLRL PC 22 DNFBPsIZHIT2BEEEEIEE PC 39 PLABIE LC
6 [TRYRFDEE R PC 23 DNFBPsIZ &35 HLLVERS I DEH & PC 40 BN (HELBEDIERH) LC
; REBEEBORMIBETLOORMH | oo | | 2 b ) pwmpzms -
8 IéE’é.‘%'Jf*(NPO)G)%FHBEJJ: NC | | 25 [xHEBOREMXEE PC |
o SRERBEABERBORELELD | ¢ | |20 emmmicsT uEHES c| % Compliant
10 EEEEEE LC | | 27 BEE 4R DIERDFER LC Largely-Compliant
11 R AHERR - GG I SRR O REFHET LC | | 28 DNFBPsIcxi 3 2B B &% PC Partially-Compliant
12 PEPs (BEELAMIMAER T 5%E) PC | | 20 FlUD&ESH c Non-Compliant
13 PILL RERITET LC | |30 E&%is-TOEEHEDEE C CESFERKR)
14 24 —E RIBHE O LC | | 31 HEMESABOATES c| ¥

ER

15 RO B L LC | |32 Prvysa-o— T (REEME) ~ORE LC
16 [EfEX % GEE A - BRABHROBMER) LC | |33 [miEmsat DR LC
17 NA | | 34 IAESA> DEEETR LC

(BF)ESRNBAHEEEE: 25/49 (51.0%)



0. B4 RMEMEBE (10 : BH) DRE i

HmIER = i
1 | ¥RO>/7O08xRUAIOEMm S
2 | ER#D S
3  SRiRESE0ESE M
4 ERISEEICLDIYROY/FOEEN M
R
5 | EAZEOERSLE M
6 | EEHUVELSI|ICRET RIBIREDER S

SAHIEE sl
7 | RROVFROILE-FHE- HIH M
8 | TROMZEORI M
0 | FOARORE-FHE-HE M

10 | FOYRPOEE RS, NPOOEARLE M

REWRIRESLEICRESI2EDOERE

11 | ;
Rite

CF) XROEME CBIENBVETRHSNBNEE(C.
H(High). S(Substantial). M(Moderate). L(Low)&:sTih.

P : FATFOSE 4 A BB EEEREEZ LD, EESEHMEM



10. 10.3 (ERIHESFDEE) L10.4 (ERMABIFOMIL) DRA>b

o/

10.3 (ERIEREFOEEORIE)

1.

R E SR TR OEER(E(EHDED0,
FERURY(CET2EAETEY THD.

ERUT(E, BRI - ORI - BEBOE2H
BTHah 2018 FLUE, YURVIBEEICE I 2R
EhERERMEL . VAV ZIEIT TS,

RBA OiER L. £RUTHSHUAL U THIEAER
FECHREDD, AML/CFT (L{R22EEBOZEE
RACHELDDHD.

ERUT (S EOERIEBRI D TXEEZ1T O
1BE. T, RERIAD— 7y OBREZEML
TWSTEZRUIZ,

TRITZESVERMEE SR, SRR
BXIRBINDHANEN DH D —EDH HFaEZE
FUTULEW,

BAREG. BSEERZREBRTIT— (U R
ZROBRF N ED RUEEE M ILZ R U T
DFBHSNBIES EEIHAIER OFU CRUERND
SRERXIISEITOCERILFERDENZEDD., Y
20> -FOEEMSYRIICEIEEE LOBER
WEITIRENDD.

DNFBPs OEEZF (&, ¥+0> - FOEEMS
YR DIBFENPRERI THO, VRIR—-R(ZLD
AML/CFT (Cf%3EeEZEML TLVRL\,

10.4 (ERMEREFOMRLORZNE)

2.

3.
CHoRIEEmzELTHEST . INBOFHLVEBZREITI BIH0IRMER
N\ _ABRz5%

4,

ARIEIRTT (EDBVWRIZET IR RN T\ 0—

JOVRS AT L EEBERRIRTT (GSIB) %) 22— EHROERMER R
UCEEBBEER. ¥R0>-TOERHSURI(OVWTEYIRIE#HZHE
LTW%, ZOMMOERMERCHEVTE. BS5OYRO> -FOEEHSUX

JOEFENRENTHS,

ERMEEN Y RO - TOBEEHSIRIICOVWTRENBIEFEUNMELT
WRWSE, ERMEEEOUZIN-X-7T0-F (LAF. RBA) OBEHAIC
EENAREERET.

COLOREMEEL, RITEAN - ZESNAML/CFT (LfRDFRFF(COL

FELTLRL, _/

EEIFERMBFEARUIEESFIZR (LUF. DNFBPs) (& Y4070
BEHSURIPAML/CFT [LRIFRFBOVTURVLLAILOEREUNE
LU,

IES EEIREE L. BSEEG|CRETBILTFEIAICOVNT—HE
BREIEEBL. EARNMRAML/CFT (RAEHEEEML TR,
SEDULVES | DB OFA4ER (EAR-X) (HENIMERICHDECH. FED
LLES| DfREOARERD [EEREDEFNSDEDTH.
EEEEXBREEZOBEOEBEEVN. 2ARMNICHT. FEHULVELS]
DR (E. BEARNBIERDOIEDUVES I OSE RSB L TREIN
TV tEED®H S,

e BEONROY - FOEEMEIRI(CERmLTULWS—EBDODNFBPSs
EZ8. ETODNFBPs h'. SENUWVEE|DEERFZOISRICHOTLD

/

DIFTER,




R

11. B4 RBEBTOBIER

E(IO)D#E

106 107 108 109 I010 1I011

105

102

I01

HEEE

T|nls wn|=|un|z|n » = @ To=
n|nln nunn=|= n n N no=
)

- © S
(0] X — Q e 5 =
> |.© .© ol ol E[ S clt|o ©|T|.C — g = = =
a.mﬂmm 0| >I2|o| 8= |9 a8 oels 8lal |l eldE2 D] 8lw <

R B RS EE R
SRR CEEEERRE WmmMocadB Ol= S 23|12 s

= 0| x|

Z| | Z|o|= Anbg S e “ITT " M 2
() 0 Z| [\

H>S>M>L

(&

GV

A

(%)



12. B4 REEBEEFZZITFATFINEE DFER

ARAY AT RIVRHIL ARSI, HKE.

108 = [1—77 SH\FE N :
BEIAD-7VTE | BB\ Lol w0y
INI1— A=ZARIUT N)F—- XL -7,
A=ZARNIT hFH . SOHR=)b. RA4 A KE.
ERJAD-7YIE | 19NE | RU1—-FT>. T, AR AF3T,
Yoo rsE7. RE. J1>52R, BBEL
L RE 2hE | PART R BE7IUN

(CE1) EBEZEEULIEE. THRESE FEEZR TURGTE.

(F2) SBROBEATFEER : JZ2A RV AT NICTNI AR T2 PIVESF>

P - FATFOE 4 Xt B EEEIREE LD, EEFNMEK



13. FATFEEBEE®ER : \MURY RN E iﬁ

B Bl —EFMFH I UCHRMRE -, 1 FROBBHRARZ ZIR(CNMEEIROE
FAMTOND WROWRENRSNZVE - #igk(F, TL A1 -UANEEL TFATFRBAREN S,

ML, A <YL PILIKZT, JULISKRR, TIL
RE(CMEIFTHRUER(COIY U TVBN, BEREY  +FT7Y. hIRS T TANEE. ] AF. v
RhgEBUEGENRRENZE NAH. VA 'OV, Sv>oN—. ZHh307. )+

(EZA—0%E JLA-UANH) A NFR. TAVE>D A mRA-H>. S

U7, IR ATA, SINTT
HEMERZBETURL., HAWIEHEADI
BRRBNRULTVSIENS, BIEUEREE
PSR BURINERENIASE Mg (7 ©
BERL TIVvI-UAME)

U

S(EI-}FLTEIE@E)EH ;(‘:I-gQ ¢ iﬁ‘!-iik :lbﬁﬂﬁ; 45>

(HHEESD J'5YJ-UAME)

2 EMESHEOEER, LT (C3%Y T ZERI5RE - g5
| TC:HM : PC-NC=20 OR Bxh4:TMh : M-L=9 or L=6 &

___________________________________________________________________________________________________________________________

HFR : BBE SHlcFeH 148, MBEEH-NEABEEESR F4ENEABEIRE BN, FATFARIDESFNK



14. ¥x0> -7O&EEHS - ILERIRICEIT H1TEISHEDEIE (32)

I5H BRI BT HABR

@UZO :I:{ﬂ]j&uﬁy%% ODUZ’JEqZ'mﬁ%’iﬁJu%ﬁg_éo 202 lﬂE*
5XIE VR0 - FOESHS SR RS 7R E T3, ES)ias

e SRR (T BURINR— A TR EE AL T3, .
QEMHARSOERERIE RO SRS BB A RS B - T 5. 202248
LRI DY JIRARE) IR0 -FOASHS NMEAIRCRSBBORMMELLIIET. | 5055,
FEURIEHRDEE SEIMEISE YR VIBRE R FEE . BYIRUR Vi = A E 3.
O A ot o 0] ER3IE= 5> DML EEBLL I, IIRERTEL T MENBEEER | 505
ZEHDTEEN EVZINR—ATONROY - TOER S -SRI SRO58{EE X2,

T . NS | BSHESR., AR BB LE LU L 0BS5S, BBIZIU—=24,
@ESSL%%/]@“”/Z BB I TS OB S A5 LR AE BE L bic. BIFLEEERLT | 2024 FE
TLOR EROERE(TET 3.,

S e s BB ISR AT OEEN SRS EREREL. TOSETHTS
@,ﬁ;ﬂﬂﬂag'ﬁ*m@ﬁ AT 3. (20226 1 B~ () ) 202247k
=Y B R — T I (B TR S R B
ARMIRTSILIH N DOBAEORERIEERITTSEHEORE | 5055mm
DB EE R UNPONER [CDVWTHRETL. FrEDIEEZ:EBUD.
5 1E B _ _ o
NPOICIHBIRVEHE =TV, URINR—-ZATEZAV ) = E T B, 2022FH




15. 2021 BHFEEMTEAH (FH3HF8A31IHAR) (#2) i}

6. BRABURINDIER
T IR O-/VUENRIR(CER T2 T, BEIRERES AT AZAEEL T FRZ BUZRINDIEZHAE]

RIa

(1) YO -7OEEMHSE -ILEERXIROMEE

I DELIC L BRBFFEROZHR/ELEEI 00— /VUUEENETL. ERIEGINLDEHMET 29, ERNICE, &

RIHEBIF (U, URIDOZAE(CIE Ut R BIEREZ O S EAE KON TVD . #BI CHEE RO FERD

SIRZEVUDZREONDIBHIORETIRE, X%—-0-45U>T (BE%FE UTIvROV]) -FOERMHS i
AR EIERRZ OIS N ERIBI DR E (L5 AP ERHILAL TS,

ZOLSBIRTZ T, FATF (ERVEEMEREPR) 56 4 XGHBEEEEOREROEFX. 5|SHhEfRam PEFEHA
FLHEHEL, TERREE N ICOIBEP, BEEOERICTRCE I 2EHEA IOV TOFI A& OIEER 202D, FHH
E(CH 2R FOYROY - TOEEMHS - HEERI SROBE/LICEI MR ZERICEITL T

E%E’J(L(I REZBOERRFICLMRE - EEEAFZ58EL. UAINSWESNBEREZB IR, URAIR—ZTOIR
B-BEZXMmI 5.

e, ¥x0> - FOEEMS - HLEERIXIROBEL - RO BERMEREFCLIHFES AT AOERLDIR
&7 - RHE(CHRDFED

FATF Z(CHEIPEFINRERICOVT, HF(C. [IESEBENMVIESBEMEE (W IBIIAIN-R7IO-FICET
2HA A ISETRORIMERE, ERFTNHEREREZFEDHDI>II I - TEHMROEZEESOC, FENREE%

R,



16. AML/CFTATARRBFIABAA—-S

o/

AIEFZERAULAML/CFTIOEAOHE b 28U, £RtEFRESAROAML/CFTREEAOEZN M £ .

IRE. ERBEHOICERIEOREIZED TVDECS. o, EERSEDRRWCTE R ZH

|
BHERAL., REOIEREZzBE1E T .
|
Bo
oA e
CAmoe >
S
=)  EREEA
emmps -1 -
&FF-50 >
A i
SRR
/_Tl_ &R
e

AML/CFTHEBEFIAAA->

F—IHNFVR XA HDAML/CFTHERE

KYC-CDDED _

w2 Mg | | BBlAZY—=>T
. AR

e B e

T7/)02—ERICEL%ENE - SEAL

Al/
HEmfTE

HLIFELY
REREEE
BARSE
gL

ERIEBIA

'7\” A SRR

u:l:'ﬁﬂj
TS

N ERIERIC

ZENLL
ENEIESES

FIU

CAN=H RS




17. FREWELEEUTC VRO SXRICFRSITAEE - FIAENDREHFES

SRFR—LR—
MnHemr

Financial Services Agency

HAARBR  Google m8

FOLAFSA
(ERTHED)

FRTCOVWT | BHISH-[RE | ECE - BERT

o

SRR EXERE(C LS
ERFRICTHAh<IZZ0

£8T - SR SR AEERTENS— O - FOESES - TRERoE (WUT.
THOVEHE) CRDBATVET.

PRETESNEGSESHOLRREEEL LSBT LTHEROMEDON SR LED, TOUAMECES
CESEEESNTLED &, BROLFES T ORSEHRTZ L2 TLEVET. SO, F4HEH
b BEETEYHR0VEDFOCHNTES LD, SRBHTRIEAGEIESEITIRELT, WEmithTY
F9. EREBDFOUR FEADESORNEILHZC ETEFOFOEFRACHILELT, BEORL - BE0Y
BEFDLLEL, EROBREVERETI 0. JEBLTRNEDEVWELET,

-BRMBINS, BELZOMEPSNE OENFOEMNLEBERDSNIBENENZTOT
CHNESRVLELET,

BEIORE, RRFLHUT, AECHBULES HF- £ R H MRS, BEl0BNE (ZAD0E
A3, EFRPERAE. HEMES) OUT, ENPEXRNGCLOEERSTROSNSESIENE
7. 2k TOMC, AERDEORREROSNBESNBEET.

[ RSN SBIEDH]

BAGKS : K&, 46 EEA0, BEF
maI0ENS

EADIRE : R, RENE, HEWEE. BRSO TR
BE0EHS

AR : BRLEALI1

HEADBER, TOBACRANCERIZLATMLGIEARA ((RENERE () 1LRVET) 68
BHRO5NET.

(3%

EROEREICOVTE. TH

COWT] BIHECESL

n e - I

B ERER

B EEE00CEN

O &UTHE=S—

O MASE

O 5B Be

| Wle D s b S

O ERoHS

[ ABEEoH~

O FEER

a Pz b

DOWNLOAD A
il ADOBE’ READER® |

[@EU>g] (2ESTESR)

FlECMARE (308)

EEARER (24)

| gy >

BREENOESS
o XE—- 0= »IBUFORRRSHNECESEASEOMMGRTL OVT

B RS nE
o BEREAS A (REENESTOMAIRETD CEARNR Slooi@ndisdn

gooogo

ooo



18. BEMBISICEITEIR— O IUDIHRDAA—S

o/

0D

NROSFYR)ZHFE -

sHUAD L VRIS UTARRIEEZ5E S [ UAIN—-AFP T OD—F INEKRT

RRFEE (. RS -BEIB0EENDD, PTE, MEHNEEERAREERLRXIRO—DOTHD.

¢ KRIEBECEDE.
SEDUVELS | Z/ElT
H3EEB(IC, mH%E
DO L. ARBIEE
bREIWENDD.

® NBOXFROZENMIC
SfoTUE. BREED
FH5P 3REENE
ERE, BIEREZOD
BENKRDHEND.

YRINR—R-FIO—F (RBA)

JAN
AGNTREEE
Y S N
BECCOEE | [ 1]
g0 | TS || mamn(]
i || e | | omeR |
V| DADEHE | "
: (/ \\ T EENLL
- Z : o | ERBI0ER
IRODER | [yEieoEE | X[ IR
ZAD| > || f |
SAD| | 74 el i
A I A s b R |
SREF - ITSAFL - F—FHNFYZ - Fintech
4 — i
| =, i
AT RS - FHESSORE (JRFHEBOHRE) -] g
BIRMES | |PDCA-EEBOMS .- 3 REE.J) —TEE WEOWERER
\\i

______________________________________________________________________________________________________________________________



19. SBFTIROVIRAA K51 IORERVHIE i

2018 2H . &FT(F. ERMEBIE(CHITD. UAINR=R - PITO—F(L3¥x0> - TOEEHS5UX

e

JEIRREEADIBE M (CMmT, [NR—-O0—2HUYIRUTOESMSHRICEATIHA RS> 1%
RIEL. 2019F 4 B, A RSA>TROTVWSMEZAMEL I D (CciE==Em. (1 [EH)
2021%F 2 A, 1 CIHOSUELBFICERMUILEZAUS I (CBWTIEEU L RRESE #5218 - RARUTEfUE
WRAARSA > R (2EIR) .

ae
H N

m IO - SOESHSHRICHEDIEERNEZRXS
= B4 239 DEREREOZE(Cx LT, #apyh D3N SEEM I Sicsb(Cld. B5an) X %iERs - @b (C
EE - FHlL. UROIICRESIIERIEEE#T D TURINR—X-FITO—F | OFEFHAVDENFEIR
m HEISEEE (CRO SN SHEHFEF
= RIS - XEMIR, U X OOHBESERTX. EEROTHENHIOBENREISOT. EMSkE L TR0 -
SO8sHSEEEELI Do EHEE
R EME - PREBIDESE] — SFRMERIZEORMNLENEH CE I D18 - BASZSORE. = 5 LAHEEHORE
EHA RSA > DRIER T

n D RODISE m U XD DOFE = U DIERR
U X ODPRIEENSES DIFE. & YSFELIIEY X 0= 9 DIFZE. YiE - S /E ) R OFEAKRS D1FE
AR S OIREE - 1SS EREE X . T RIEEISE OB EIRIS - TEHEE %, ZEBROREFCHE D) X (Tt
BIEMNH DOBEMAR (CHEFIE EaPRER C. ST ERD L, = (CAERISE A E2hiE
Bl : EEEEIE, HBEIE—SU>2 - T ILIUS
B BNREEFEITOESDEER m FinTechE0DEHA 2. BEDOUERS| DS rre/z—,-——za_g;f#ﬁ E-

B IO - SO8SMSHWRICHEDPDCA = RO - S OEBSMESHEOSE - FH - StEEEHRTE. 18501,

HEU
m ZFEMODOBRES - A - 0> - SOERMUSHRECEERESICHST SEELRE(C(7EM . BUREIRAERRS
m EEEm  E1R 28R B3R
R S BEROS SEFELPPIN. | | BUEESEROIC, SIS | | RO - SO8SMUSIRIC
HEHOFHEEREL TS || B 1 REfkiRNE— Y > WD h B IR EET &

B DIL—IDNN—XROEERBEEE, — J)L—TE2HRCEESNBETIROY - SO8SM5 5% =5
m RBSOOMHEMFE. SRS = 39 - BaMSaE 9 WSO, THE(C kDS OIERD(BHE

BRUTICEKDE=FIVU>D
BEREE — ¥REMAR. BRAEATS SoEIE(C KX DEMRFELEMEBIE S OXIEE




20. FATF : 1105EHI9B4E (Immediate Outcome) m

RIS AT AREREZAIML/ TERMLEERIDOBEINSIRESN., TRIEIFIDTE N EEN, BEERTEICER

9d¢E,
— (PR . FATFARER LD, EB/EHRER)
hE R HHMBEE (Immediate Outcome)

B . RGN 1 MLU/TRURIHMEEfEEN. @IS E . ML/ TERLE SR ORI VCEFATEINERBSGHREIN TS,

1 [4\;/ TFOUATERRL T L EREA. 5. SREEEERGELSECRAT 550080, BT OREH T SIEBEBEL T,
° 50
., EEEMSIAML/CFTOBBICOUTZQURIICEL UBTI S 45, BEEEMEYICESL. T=5-U, 5]
BTN RUFOE SN LTW3,
SFZOMDEFIICAD

2 ABONBSIEenTsh. | 4 EEEESSHIAML/CFTOFRHEEICOVWTEDYARICIEU THFEICFELTED, BEDLLERSIZFHELTWS.

e, HEPICLO TR
HISN. AN TE, | & EATOMOENEEIML/ TFCERSNBILSICHoTE). EORENEIECIIT SIHIERSSL/5CE

ER<FHIAHBIRELZO TS,

6 ESRIEEIBIRZOMINTOREIFRNIML/ TFOIRTHEE(CHER® 2 HF/(C IO TEYNCFIHIN TS,

RO OBEMEIEN ) o )
BB AN TEN. BTEE | 7 IROVMEESN. (FABNTHEEN. RN TLANI DIMIENRHIREZ I TN,
(A B BN
BINEN TS,

FOESMSOBHME
SIENERDBRANTED,
>0 N &E%ED -
BN, TOESHEE
FEIEEST. T0TA
DOBALEICESEL TS,

BRI VFERNRINENTVS,
FTOBERMHSHMEEIN. ITAENFEIN. RO TLEAIIN DIILENBFIFZRII TS,

FOURM, TOMEERUTOERIRHENERZHE. B8, ERAITSENPHLEENTHED. NPONERZN TR,

ARERIRIROILENCES I BE A -EAN, BEY EELZRIBRZ(CALOT. ERZREL, BESE, ERT
BTENBILEENTUVS,

= = o~ W




21. 10. 4 REMBIRUDNFBPSICHI3FH51EE TERM(Core Issues)  Ap

4.1 SREEIFE. BEBOML/FTUAIRUAML/CFTEHZ2EDLSICEREEL TSN

4.2 TRIEREEE. BBOML/FTYAIICRE RUAVERIEE ZEDLIICEMLTLSD.

4.3 ERIMEEEC. AREBEERVGERRTHE (RENMEEBIRRURENEZIVSI
Z220) ZEQLICERULTLSN . BERERBENTDBI5E. B5|(LEDEEEMHEEN
30N,

4.4 ERIFEEIZE(L. (@)PEPs. (b)IWAIRET. (c)FRUL LKL, (d)BEXE. (e)T7OEEMS(C
BRI BmEE. (F)FATF MFEUVESUAIE(CHL. BIgRIEE X (IFRRIEEZLED
dOTERAL TV,

4.5 ERIFEEIE. TR REON S EOPTOZIBEEDODNBZEER(COVT, MEBRBZLEDLD
(CRILTWVSN. REREBCREIFREL T EOLIBXREZFEL TN,

4.6 ERIEEIF(E. AML/CFTICET 3ZRBORBITHRDIZOORESER RV FHETEDLICHE
EZLTVBD DI—I~R=R-90-)\)IN=2) ,

(HFT - FATF Methodology for assessing compliance with the FATF Recommendations and the effectiveness of AML/CFT systems)
LEIFMRERTHD ZENS. [EERRBICDOVWTIFIREZEROZ &



22.

10. 4 : &FEIEEIRUDNFBPsICHI(} 3 BRHiEE I N

. BREES O —(CBIT SME, B, BEEVLWOEXRNESR (f : TNTNODOSH

TOU—([CHBVWTERAZRIITEX FERSNICERIKE (BERBEEZSV) T
CTEME, RIS (JORR—F—ZE50) OFEME, FTTY—OHEMIRE. B2,
BEAME. )

. VRO BRU—ENREDETFOESICAY 31RH (tEmz=0) (B : AEFAML/CFT/R

U —, FH. sTE. EERUGYRO0>—(CET kS,

 EDETORMEEH (] : ERICEC SB[ < FECSTLHNED> . SRIEEEDE

RICET3Y/RO>—, )

. BREREEC K DERETFICEAT SRR (] : AML/CFTODIETEST (42D NEMREEDSE

E. BESNZERDOEBL IR SNIEBEITHINRGER SNZL Y. AML/CFTOM
EDSEE S8, AML/CFTENODIEHEN D2 BEER B EFIEIRIICIRE I DD
(CET DR, FeEBEREREREERACIERNIZOENX (FEEI %k, ARGk
WA+ TH D = BRACERENITEREXE)

. SO UVERS| DfE (CBI T BRI EDMDERNZERIC LD TRBEBM TSNS R

(51l : 580 UUWVERS|DfEBAES OBEE I S| DfEE. w045 —8D5810 ULUVEGB|DIE
HEEEEIES, ML/FTU X805 D UVLESIDEBEHOFESRE,. 48, Eml. %840 U UL
SIDEEZEITDETICEI DDMMOFEEIFRE., )

(HFRr : FATF Methodology for assessing compliance with the FATF Recommendations and the effectiveness of AML/CFT systems)
X FERIHMRERTH DT ENS, EERABRICDOWTIHEXZSRDI &



23. 10. 4 : &R UDNFBPsICE(T 3 FrHiaE I'{ 1

6. KDBURID (FBEICKDTIEF. LDEURO®D) BEER. EZRAFEMR. Gl @m. BZEFEL. B
DRSS T=DITE SN TV DIEE (AN

7. AML/CFTHEEDERR L. DNRDEMS AT ADEEIRMERZREZET DR DIRED(CIRD TLIRLD
(De-Risking E72 D TLVRWLDY) » EREIBZEE T DIEHICEDKDIMEEMNERSNTLID N,

8. EREIHEE. BIREEREDIREL. EDd05—/BEPERIEEDOML/FTUR OG0T, &£
DIZEEERDIDN . EENRE/MIIL—T EEREFRHERE & O CTESETOES(SEDERERRDN,

9. B=BANDHBEZEEREDKFILEDIEES DN, €D bO—)LIZETCESNTLDN,
10. &RIHEE & 7D )L —TJA°DNFBPs (&. AML/CFTODERESTIEEEIE (CKDEMNADI IR Z EDIZ
EHERLU TWLDH.

11. &R & ZDJ)L—T°DNFBPs ORERAERUWEIEE(F. (i) #BMX(EEREREE (i) FIUN
DEENVEEIEDEDIFEOUWVERSEL, (i) SRARIDEEDONDEE| [CHRDERDIRFEZ ESH TNDN,
JREESNZEED UVEBIDIREZ (E. DO UVEBICDWT EDIEETE. [EHEN DEYREREZ AT
LD

12. YR D= B (FH. Bt LOMIGDRE - REUZITV. £z, B A OEBSRRS AT A,
ZTUTCEBHEAZEDLEHIC. EDOXIDBIBEY—ILHARALSNTLDH,

13. HREIBENURAS Y JICH U TAML/CFTAS RUEBENEDKLSICAMESNTLD N, AML/CFTICE
IRIEFERNEUR., SRMEEIEOLIDREIETEZED., UDEELTLDH,

14. ERHEEEE (L. EDEEBEYICML/FTUR D5 ZXEL T D & EBICERHDIRRE(C/FE D TLIVD N,

15. RIS (L. TOMIE, EBME. FENS. UXXoTOT7AILICREDZAML/CFTAH KU EIER
EhI B(CHED. BUIRERZEILNTLDH,

16. 22D UWVEGBIOWREINARVEE (CDUVT., SR XIE I DD T4 — R\ IR, EDREE+D
(CIRfEE=NTL\Dh,

(HFRr : FATF Methodology for assessing compliance with the FATF Recommendations and the effectiveness of AML/CFT systems)
X FERIHMRERTH DT ENS, EERABRICDOWTIHEXZSRDI &



24. Core Issue 4.1 EISOEEIIUAIRUBEOER i

4.1 £HEEEEIZ. BBOML/FTURAIBR U AML/CFTEREZ2EDLS(CHEAELTVWSAD,
G AN GE : LUITFDL.O.4AICRETAIRA > M FREAREBRILDEENMERLIZED., )

> BROEEREVIOEBRE. YRO2 - TOEEHSDURIZEDISIEFHEL . ENICHSEIZZIREEL TLBH ?
EVVIEREZREIDED,

> URJFHiE. £ ToEm- Y—-EA, BREIZRE, E - ihis, BREMHCEEUZBENREOT, JLIRINGEEL
BREABRESEOEICLZUR VI E2HEFEX . S5, BSMBEIIRHUEEDUVES | OFEH O,
ERPUETFEOFEIRT., ERNSOEEER. IBHAGSIERESEZBIRL. Ml ALERNMRAVFHESE
(CEEEESN TVBRZENWE,

> EHEOEARL. JILTRUNRBERFS LA LI BEL LV DISEREDBTOHFRST, SRUTOIYR—0->45U>4
RUTOERHESXIRICEETEH 1 RS/ I TROSNTVBURIN-R - 7 TO—-FICE I EIRREEAZEEEL .
R CRIBEUTUKEVSRTEDIRFENINE,

> ,EJZFEI’J(L(at HARSAUCHEFBLU T OIEEZENMEI 2HESHD :

YZADISUIBREIREE, BEIEZ5)>T - 0450 (= IR REPLRTEFOUA NN OIRE)
BIMXE., THEEEIRE, UZ’]D\:L\HR%IO)T%EE

SCERARTT

SEDULVERSIOEL (B-E20FELAL—ROMmIZ) N, BEERIEADIER

73t FHe- sTEFORE - Ehft - AR5E- RIEL (PDCA)DRHEADIEE

REEMEADOHRS, EERORS - B

=D00pERREERAUCREEE

JI—TR-ADEIRREEL

kB OHELR - Bk




25. Core Issue 4.2 URJIGURYRAVERIEEORIBIRTR i

4.2 RS, BEBOML/FTYAIICRERUAVIERIEEZEDLSICRELTNSD

A b

> EBIOT'EZA)Y

> BREIR

NRUBEEOUYZ Y

> DVRVICRGIRVAVERIEER. YRV HlZRIIRE I 5. BAZICERURBEEE, BNSI(CEBUER
BIEZAVDTEREDULVEG | OfFEH . KU NSO RRFOERIMENKDHS5ND,

HEEEEIORITET (FEEMEERICOVWTIEEOEADA LR OURIIIGUIHESD
XEEMRE (XRFEAN -RRAF) ORIFHIRSE - RAVAMORE (HULFMRZEDER)
EEMFEN . ZXEAS. RERADE - MISOURI(CGUHEER (ZECF THER T 200 FIEZiR
12 NZ27UTTESD. BMRECEAEETS)
SRNBEGIEZY>T (GAR. RA. AEED/T->534)
SAT eERUERBIEZU T EOBEER EZIAIIEUTEE

(IR R T DA A HESS

CEANDZEIREZREDHRZST)

B | fikfeBs O i DA EIE, 9805, YURICIGUIAEE TORRERERE, YAVFHMEOREL (VX
INEFDIBRMFELEULIRICE, ESICRIEL)

. BIFEGTRE - RALUA DRSS,




26. 10. 4.6 WEIEE (Y —-TRUIO-/UVER) ORI i

4.6 TRIEREEL. AML/CFTICEAI3EFOEITHRDOIOONEPEIR RV FHEZEDLS(CHE
BLTWBD (U —TR=Z-50-)NLR=2) .
M1 b
> RMERIE(L. YROY - TOERMEESMRICET2T0 3 AOEMENROSNRIFNEVNIBRVCENFATFENIS
(SR> TESDHSN. M2 TTOT 3 AICE. REBDF &, BEEFHRENMARLIN., G RMEEE0INEIT0IS
LNESHSN, RUETOT S LOBEMEZER T I DIRTI U NEREEEHEEN S ENTLD L
> LERIOTSARUAIR-Z-7TOA-FICEIVTHED., LELNCBIIZEEEOEGHISENDL
X)W —TEHAFEBEENSETNZHBEIE. I —TR-ZAOEBEADBENROSN., BIMLINHDIHE
(Z(&. J0-)R=ZADIIENKHEND, FIZ(E, TI—T-J0-/VLETSEREINS LAFRIZOFIE . AE(CEK
BDEZAIET N -T2ttt - iBIMLEDUR I, SBREEADINSDIRERUVEEBRFHLIROHSND LIRS,

@518, WEIEIE SMNEOZERUT R

| SRS, BERERUTIBRMESHETOT S LAOEMIROSNRINEBS RO, ETIL-TE. & |
| RFEERUTOERHESMREN O, JIL-TE2AEL T, IBRABCEAIIBERRUVFHRezSOERTFR |
| UTDERHESMRICEITST0T S LOFRITHRSHEND. :

| SRMEICE. SR - TOESRERUTIESRSCHTZTNISLEELT, B ZERPBEROERE
AL TV FRALCHL. AEDFATF BIE0REREANR AR RUT0E A S ROEBINER |
| ENBILARERT BIENRDINBNETHS. -

_________________________________________________________________________________________________________________________________



27. ASEEABHENSIE (1) 5

[ER{TDI=HDI—RL— MHNFOAFERRA RAIL10 : ASBESE

(N-CIIRTEEEZER

“The internal audit function should provide independent assurance to the board and

should support board and senior management in promoting an effective governance
process and the long-term soundness of the bank.”
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[AEBEEEDIY>3>] (The Mission of Internal Audit)
NBEREZE Ap=(The Institute of Internal Auditors)

“The mission of the internal audit function is to provide independent, objective

assurance and consulting services designed to add value and improve the Institute of

Internal Auditors” “To enhance and protect organizational value by providing risk-
based and objective assurance, advice, and insight”
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CAAT (Computer Assisted Audit Techniques/JYE1—9ZIBEERINE)
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32. ﬂ>7°U>0¥$E The Office of the Comptroller of the Currency (OCC)

2 Technical note: The sample size is based on the confidence level and tolerance rate using the following
Comptroller's Handbook formula:

_In(1-0)
"Th-p)

Examination Process

where

« the In() operator denotes the natural logarithm function.
* p is the tolerance rate.
e ¢ is the confidence level.

Sampling Methodologies i the s

Version 1.0, May 2020 Although the technical details of this calculation are not shown, it follows from standard manipulation of the
binomial probability mass function.

Table 1: Sample Size Lookup Table

Confidence level
Tolerance rate 90% | 95% | 99%
459

1% 230 299

3% 76 99 152
5% 45 59 90
7% 32 42 64
10% 22 29 44

o Tl —
If the population size is less than the sample size reflected in table 1, examiners should
review the entire population or consider using judgmental sampling. Examiners may consult
with the Economic and Policy Analysis Division of the OCC’s Economics Department to

Figure 1: Statistical Sampling Steps discuss other sampling methodologies.

Select Select Select Randomly

Define numerical or  ¢golerance confidence Determine  gejectitems Evaluate

sample size from sample

population  proportional rate level
sampling population
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Appendix C: Generating Random Numbers Using Microsoft  impertant note: Once the numbers are generated, examiners should immediately save the
Excel spreadsheet as a PDF, to preserve the generated numbers. Saving the spreadsheet in Excel
format will generate a new set of random numbers each time the fle is openad.
This appendix includes instructions and examples for generating random numbers using the

=RANDX) function in Microsoft Excel. The RAND() function generates random numbers FAgure 3. Excel Spreacshoct Wiih Random Numbars
between 0 and 1. The example in this appendix assumes a population size of 1,986 and a
sample size of 22. Al . j 3 =FANDY | 1930
To generate whole numbers, change the formatting of the cells to use zero decimal places, as
illustrated in figure 2.
Figure 2: Format Cells Menu A B < o -
Format Cells T » 2 =]
3 20
Numbes alignment Fort Border Fa Profection 4 )
Categary: - 15EE
General Sample [ | 15
oo 1095 7 %87
Accernticn Decimal places: 0 - L] 297
L ¢ 153
;::e,,“, | Use 1000 Separator |, 0 117
Fraction Negatve numbers n 212
St _ 12 =1
Specad 1234) ‘3_ 1137
e - 4 143
15 656
16 213
7 1859
18 Q88
19 1507
Numiber & uted for general display of numbers. Currency and Accounting offer spediafized formatting 20 143
for monetary value. 2 B 604
22 1066

T

To generate random numbers for a sample, enter =RAND() into a cell in Excel and multiply
by the number of items in the population. Copy this formula to new rows of the spreadsheet
until there are enough random numbers for the sample. An example is shown in figure 3. In
this example, cell Al is =RANDY()*1986 because there are 1,986 items in the population. The
examiner copied the formula to 22 rows of the spreadsheet because the sample size is 22.
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OCC Sampling Methodologies: Revised Comptroller’s Handbook Booklet, May 2020

Appendix D: Statistical Sampling Confidence Bound Tables

Examiners use the tables in this appendix to determine the upper confidence bound on the
populztion exception rate zfter testing ifems in a statistical sample. ™

Table 4 Canhdence Bounds lor 30 Percent Confidence Tabie 5 Conhdence Bounds for 55 Parcent Confidonce Table & Conhdence Bounds lor 99 Parcent Confidonce
Contdence level | Tolerance rate | Excoptions | Upper bound Conthdence loved | Tolerance rate Excoptions Upper bound Conbdoence level | Tolerance rate Exceptions Upper bound

0 10.00% o 10 008 1] 10,008

1 15 558 1 15 34% 1 14158

2 AR P 20.16% 20% = 17.7TM%

uae 3 7T 5% 1% 3 21.07%
H 2461%

4 10% 2 P 4 24.15%

5 W 17% 5 e 5 714

0 7,008 ° 7 00% o 7.000%

1 115624 1 10 200 - S

o 2 15.7% - 2 14.24% 7% ; ﬁ;
3 19.70% 3 17.44%

4 23440 - r—y— 4 17 .08%

5 27.07% B A 5 1922%

0 5 00% o 5 00% ‘;’ ?Z

: e - EE. 2 9.01%

30w 5% - s 95 54 - R o - 3 1073

3 14755 B 1262% - —

4 1655 N 1455 = T

5 19.64% 5 17 008 o 200

0 1000 o 1000 1 4.2%

3 = 1 470% z Eai%e

2% 2 655% = 2 E77% e = =

- — — e 4 1w

4 1024% 4 9.01% s 2%

5 11.55% ~ rop— 5 "

0 1008 o 1.00% 3 1AM

1 1.55% 1 1S0% - ==

= F 2.30% - 2 2.0% o 3 2%

- — 3 257% 4 2.51%

4 1458 N 100 5 2.8%%
5 4008 s 2A0%
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& WEF(CENIZ, 2008FEHN5201 7E(CEZESI TYROIEFLICFI HENEEREE(FOIERILIC LS

EENTULVS, (How trade-based money laundering works and its impact on world finances,
World Economic Forum, 2021468)

& EEIRVA—(CENIE. 2018F L%, TO0—)\IR—ZATOERIHERETEDITEUL D (CL21BRIDS 5,
18.31E RN TBMLEJIE, (Nice Actimize aml_tbml_Brochuer)

Trade-Based Money Laundering — Trends and Developments

EATE This joint FATF-Egmont report aims to help public and private

- EGMON: sector with the challenges of detecting trade-based money

- laundering. Using numerous case studies from around the FATF's
Global Network, it explains the ways in which criminals exploit trade

ottt transactions to move money, rather than goods. It highlights

Money Laundering
A recommendations to address the trade-based money laundering
e risks. These include using national risk assessments and other risk-
N\ focused material to raise awareness with the public and private
. sector entities involved in international trade, improving
"& - - information-sharing of financial and trade data, and cooperation

between authorities and private sector, including through public-

»
e,;\ 0@ /'U private partnerships. FATF, Egmont Group (2020)

E www.fatf-gafi.org/publications /methodsandtrends/documents /trade-based-money-
R Na O laundering-trends-and-developments.html
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FATFEEgmont Grouplcdd. s#DUVEE|/EHEZFEH0ME(2021434)
“Trade-Based Money Laundering Risk Indicators, March 2021”
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« FATF Trade-Based Money Laundering, June 2006

« FATF Best Practices on Trade-Based Money Laundering, June 2008

« FATF-APG Typology Report on TBML, 2012

« FATF Trade-Based Money Laundering, Key Risk Indicators, March 2021

« Guidance on Anti-Money Laundering and Countering the Financing of Terrorism
Controls in Trade Finance and Correspondent Banking by Monetary Authority of
Singapore, October 2015

« The Hong Kong Association of Banks Guidance Paper on Combating Trade-based
Money Laundering, February 2016

« The Wolfsberg Group, ICC and BAFT Trade Finance Principles, 2017 (the most
recent version)
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B 202052 A6H. KEAFEAE. [0 FXTREZREES 2020 (the 2020 National
Strategy for Combating Terrorist and Other Illicit Financing (2020 Strategy)) ZZ3%.
201 8F DR E % 5| SHRWTIERK - ARSNIZED,

m ILER B ERAEEE —
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D HRET ® JNLRBR
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Key lllicit Finance Threats
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NATIONAL STRATEGY

FOR COMBATING
TERRORIST AND OTHER B2 o® =
N 7 >

ILLICIT FINANCING &° S o 3® o
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(KPR : *Eﬁ%é The 2020 National Strategy for Combating Terrorist and Other Illicit)
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o/

Objectives of an Effective AML/CFT
Regime

Identify and assess illicit finance threats, vulnerabil-
ties, and risks; develop strategies and plans to target
risks; communicate to the public and private sectors
and foreign partners

Identify and
Prioritize llicit
Finance Risks

Ensure well-supervised institutions limit illicit pro-
ceeds and assets from accessing the financial
system and detect and report illicit finance activity
that seeks to evade AML/CFT measures

Prevent lllicit
Finance and Protect
the Financial System

Generate actionable financial information and intelli-
gence so well-resourced authorities can investigate,

Disrupt and
Dismantle lllicit
Finance Networks

ciers and money launderers in priority risk areas and
deprive them of their assets and proceeds

=

arrest, and prosecute or otherwise disrupt illicit finan-

Making the U.S. AML/CFT Framework
More Effective:
Priorities and Supporting Actions

1.
2
3

Increase Transparency and Close Legal Framework Gaps

Require Collection of Beneficial Ownership Information by the Govermment at Tme of Company Formation
and After Ownership Changes

Minimize the Risks of the Laundering of licit Proceeds Through Real Estate Purchases

Extend AML Program Obligations to Certain Fnancial nstitutions and Intermediaries Currently Outside the
Scope of the BSA

Clary or Update our Reguiatory Framework fo Expand Coverage of Digtal Assets

Continue to Improve the Efficiency and Effectiveness of Regulatory Framework for Financial Institutions

Improve the Eficizncy of Existing Reporting Obligations
Emphasize the Risk-focused Approach to Supervision
Foster Responsible hnovation

g.n:p-;a!-a_—

Enhance the Current AML/CFT Operational Framework

Improve Communication of Prorty it Finance Threats, Vulnerabiltes and Risks
Expand the use of Data Analics and Artficial Intelience

Creatively and Effectively Deploy Targeted Measures to Disrupt i Finance Actvty
Enhance use of Public-Prvate Partnerships and Other Information Sharing

Support Global AML/CFT Implementation

(PR @ KBAFEE The 2020 National Strategy for Combating Terrorist and Other Illicit)
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B 202156 A30H. KUAFEAEMILTEEEFRYRNT -4 (FINCEN)(d. BMRHBEDT7E
IX—09)>0 B LU0FTOVZ MERHE IR (AML/CFT) AEHIHIFBBFEARE L TOBHEIE
N

B S{B5EEIR
BAFETLICEF,

(& REDOERZ AT ASLVEREZ ERE(CH I DHRBRUCIIIEIAL,

RCEDE,

e

O @ O® © O

©@

u 1~~5E$IE
ENRRENTHED, LTOAFIVCBWT, FS AT
L©BUTNR—O0 5T ENBRNENG EEHHETIE
SE(CDVTCEEHE.

(CIFAML/CFT (LB 3 RF(CDIEIFE

;5B corruption

YA IV=IBFE cybercrime, including relevant
cybersecurity and virtual currency considerations
EARADTFOVAMEEHE foreign and
domestic terrorist financing

FFER fraud

EPFILITEMRBEDIEED transnational criminal
organization activity

AR RS DIEED drug trafficking organization
activity

ABFREBLUVEBAETLE human trafficking
and human smuggling

HLBXERL proliferation financing

Board of Governors of the Federal Reserve System
Federal Deposit Insurance Corporation

Financial Crimes Enforcement Network

National Credit Union Administration

Office of the Comptroller of the Currency

State Bank and Credit Union Regulators

Interagency Statement on the Issuance of the Anti-Money Laundering/
Countering the Financing of Terrorism National Priorities

June 30, 2021

The Anti-Money Laundering Act of 2020 (the "AML Act”)' requires the Secretary of the
Treasury, in consultation with the Attomey General, Federal functional regulators,® relevant
State financial regulators, and relevant national security agencies, to establish and make
public priorities for anti-money laundering and countering the financing of terrorism policy
(AML/CFT Priorities) " Accordingly, the U S. Department of the Treasury’s Financial Crimes
Enforcement Network (FInCEN) published these first national AMI/CFT Priorities today

in consultation with the parties as set out in the AML Act. As a result of this publication,

the Board of Governors of the Federal Reserve System, the Federal Deposit Insurance
Corporation, the National Credit Union Administration, and the Office of the Comptroller of
the Currency (collectively, the “federal banking agencies” or “FBAs"), State bank and credit
union regulators,® and FINCEN are issuing this statement to provide clarity for banks® on
these AML/CFT Priorities.

Today’'s publication of the AML/CFT Prionities does not create an immediate change to
Bank Secrecy Act (BSA) requirements or supervisory expectations for banks. The AML Act
requires that, within 180 days of the establishment of the AMI/CFT Priorities, FInCEN (in
consultation with Federal functional regulators and relevant State financial regulators) shall,
as appropriate, promulgate regulations regarding the AML/CFT Priorities.* Although not
required by the AML Act, the FBAs plan to revise their BSA regulations, as necessary, to
address how the AML/CFT Priorities will be incorporated into banks’ BSA requirements.

L The AML Act was snacted 25 Division F, &8 6001-6511, of the William M. (Mac) Thomberty National Defense
Au.ho'tza:lan Act [e —Jsc.l.i ‘e-\. “J.; 6395, 116¢h Cong. (2021) (enacted) aLIed hll. available at
Serir i 1.5 118

3 USC §5318(hN4)A) (as amended by AML Act § 6101(b)
“as defined in section 509 of the Gramm-Leach-Bliley Act 5.

3. 31USC §5318(hN4MA) (as amended by AML Act § 6101(bNIKHC))

4  Asrepresented by the Federal Financial Institutions Examination Council State [isison Committes

5 The term "bank” used here is as defined in Bank Secrecy Act regulations at 31 CF R § 1010 100(d) and

inchudes each agent, agency, branch. or office within the United States of banks, credit unions. savings

associations, and foreign banks

& M USC §538MhN4HD) (as amended by AML Act § £101(BN2HCH)

Federal functional regulator
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KA EAOFACHBIESTDHHH (Framework of OFAC Compliance Commitments) %

& KEMBFAONEEEEIRS (OFAC) (&. 2019 &5 A2H. [OFAC BHII>T34 7> XD
#8 : Framework for OFAC Compliance Commitments] (OFACIRHEIESTFORME) AR,
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E(F KBZFRBAIINESNIHNIDS T READOBESH®HOIcEL TOFACKEBI DX ERE T D115,

DEPARTMENT OF THE TREASURY
- = WASHINGTON, D.C. 20220

AEcameva o OFAC Conplsce Compiments ¢ OFACHRAIE ST ORHBRCHE W TIE, BIEZEDOFAC
The U 5. Department of the Treasury”s Office of Foreign Assets Control (OFAC) adminsters ;ﬁ,ﬁ%”]\/ja’f 7\/1 ¢ jD 0‘\5[3«(3:\ %EE*%F%%ODU

and enforces U.S. economic and trade sanchons programs agamst targeted foreign governments,

s T L e RO A)ER ({EEORIE, 18 S,

L ) Ly . P ; 1) 3

B e G S U3 e, e S g o (sophistication). Sfm-4— EX. BE&E -H515E
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(1) manz commitment; (2) risk assessment; (3) controls; (4) testing and auditing; N

and (5) trammg. 5 I/\E%%Lj- (/\50

1f after conducting an investigahion and determining that a cvil monetary penalty (*CMP”) is the

et (O] o ot b i o s st e 1. BEEOISYMY M

mcorporated nto the subject person’s SCP as part of any accompanying setfiement agreement, as

appropriate. As in all enforcement cases, OFAC will evaluate 2 subject person’s SCPin a _

manner consistent with the Economic Sanctions Enforcement Guidelines (the “Guidelines”). 2 U Z a EEFW
. =]

When applying the Guidelines to a given factual situation, OF AC will consader favorably subject
persons that had effective SCPs at the time of an apparent viclabon. For example, under General
Factor E (comphance program), OFAC may consider the existence, nature, and adequacy of an 3 Wﬂﬂ%ﬁﬁu
SCP, and when appropriate, may mifigate 2 CMP on that basis. Subject persons that have . AarivL
mplemented effectve SCPs that are predicated on the five essential components of compliance
may also benefit from further mitigation of 3 CMP pursuant to General Factor F (remedial

response) when the SCP results in remedial steps being taken 4. mE&U\EE

Finally, OFAC may, in appropriate cases, consider the exstence of an effective SCF at the time
of an apparent violation as a factor in s analysss as to whether a case is deemed “egregious.”

This document is mtended to provide organizations with a framework for the five essenhal 5' ﬁﬁl’lfé
components of a risk-based SCP, and contains an appendmx outhining several of the root causes
that bave led to apparent viclabions of the sanctions programs that OFAC admmisters. OFAC
recommends all organizations subject to U.S. junsdichion review the settlements published by
OFAC to reassess and enhance their respective SCPs, when and as appropriate.
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General Aspects of an SCP: Conducting a Sanctions
Risk Assessment

A fundamental element of a sound SCP is the
assessment of specific clients, products, services, and
geographic locations in order to determine potential
OFAC sanctions risk. The purpose of a risk assessment
is to identify inherent risks in order to inform risk-
based decisions and controls.

I.

II.

The organization conducts, or will conduct,
an OFAC risk assessment in a manner, and
with a frequency, that adequately accounts
for the potential risks. Such risks could be
posed by its clients and customers, products,
services, supply chain, intermediaries,
counter-parties, transactions, and geographic
locations, depending on the nature of the
organization. As appropriate, the risk
assessment will be updated to account for
the root causes of any apparent violations or
systemic deficiencies identified by the
organization during the routine course of
business.

The organization has developed a
methodology to identify, analyze, and
address the particular risks it identifies. As
appropriate, the risk assessment will be
updated to account for the conduct and root
causes of any apparent violations or systemic
deficiencies identified by the organization
during the routine course of business, for
example, through a testing or audit function.
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Guidance on OFAC's Enforcement and Compliance Policies

https://home.treasury.gov/policy-issues/financial-sanctions/civil-penalties-and-enforcement-information

* A Framework for OFAC Compliance Commitments

« OFAC Enforcement Guidelines

« Memoranda of Understanding Between OFAC and Bank Regulators

« Memorandum of Understanding Between OFAC and the State of Delaware Department of Justice

« OFAC Office of Compliance and Enforcement Data Delivery Standards Guidance: Preferred Practices for
Productions to OFAC

« Advisory and Guidance on Potential Sanctions Risks Arising from Dealings in High-Value Artwork

« Sanctions Compliance Guidance for the Virtual Currency Industry
57606 Federal Register/ Vol. 74, No. 215/Monday, November 9, 2009 /Rules and Regulations

- BASE PENALTY MATRIX
Risk Assessment Link to the BSAJAML Compliance Program
Egregious Case
Risk Assessment Internal Controls NO YES
1
Identify & Measure Risk: Develop Applicable: 0 @
* Produds * Policies YES One-Hail of One-Hall of
= Services = Procedures Transaction Value Applicable Statutory Maximum
. CUStOﬂ'BI’? . * Syetene (capped at $125,000 per viokation/
= Geographiclocations = Controls Voluntary $32,500 par TWEA violation)
Selt-
Result Divsieswe @ (4
Applicable Schedule Amount Appiicable Statutory Maximum
NO (capped at $250,000 per violatioey
Risk-Based BSA Compliance Program
$65,000 per TWEA violation)
Internal controls
«  Audit
BSA corrpliance officer
» Training Where the base penally amount would olherwise exceed the statutory maximum civil
penalty amount appiicable fo an apparent violation, the base penally amount shall

equal such applicable statulory maximum amount.
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10. BIADERE = OFACRRFIER(CEVWTEADEEZEST —AEHDEMET.

. X. Individual Liability v
. In several instances, individual employees—particularly in supervisory, managerial, or executive-level

. positions—have played integral roles in causing or facilitating violations of the regulations administered
. by OFAC. [...] In such circumstances, OFAC will consider using its enforcement authorities not only

. against the violating entities, but against the individuals as well.
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¢ 10H18H. KA. AANMEITL TV FHIFZDTHIE . 5. cREINESROEDIEDIER
&2 (The Treasury 2021 Sanctions Review)zZ/AR.
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MINNTUE,

& 1AM TLU OV SR IEREFH (S KEZ2FRE_LOBSRIRFIRE LT TOSEEHE.
(“Sanctions are a fundamentally important tool to advance our national security
interests,” ... “Treasury’s sanctions review has shown that this powerful instrument

continues to deliver results but also faces new challenges. We're committed to
working with partners and allies to modernize and strengthen this critical tool.”(B4%%

B8IRE)).

& {175, BRIV - BB HRICEIDNBEHMROZELD, TIFIEFOILK . RRILOFZE D OAEXTH
BT REOHZNEAITEOREREOHEFR . BERFHE I NELORERGEHEGHD. S1&. BDHE
OREFERELL TUA T 2.

© BEREMICERBULHIZKET DL,

B EERRDFBOBER P EZSRIE ORI ERMR B I 2L EROREE S Az EIHFHEITIL.
HIFT R TFRMEE CRFITRFN., BUAN. NENBFE2%25&/\ RICBVIESHDLSITKRIZIL,
HIFHORNBZIAMEICL. TNICEDFEZ 212 F ERMRENMER TEBLI5BTBL.

AR AOFIFERESRSFH . LRI, @R A ZERL. TOMDEGESTZIE I DIHD:
4)73%?6%3’@5&0 The Treasury 2021 Sanctions Review

@ ® © @




RIABFAZBRRTFHFTMZE (The Treasury Sanction Review) m

& KT EZFERFHFMIEZ (The Treasury 2021 Sanctions Review)(C&N(E, 202 1FEFS T,
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Sanctions use has increased over the last 20 years

OFAC Sanctions Designations (net)

= Existing designations Net new designations '
10K 9,421
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FHIOVSLEUCDVTIE. 200006905, 2021 4E(C(F176(TEENN.
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Composition of U.S. Sanctions Programs Has Shifted

Number of Sanctions Authorities

200
176
150 &%
™
100 m Vene.zuela
Cuba ® Russia
7% 69 Iraq Iraq
50 » Libya Syria
m Yugoslavia u DPRK
m ran ®ran
= Other u Other
0
2000 2021

“I do seriously think we have a responsibility to use sanctions for important national

security issues. But we need to think about the long-term impact on the global currency.”

- Former Secretary of the Treasury Steven Mnuchin

The Treasury 2021 Sanctions Review
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@® Opportunities and Challenges of New Technologies for AML/CFT m

Multinational financial institutions, retail and commercial banks
and internet-based firms such as Fintech take the lead when it
comes to implementing new technologies.

The advantages for the private sector include:

OPPORTUNITIES AND « Better identification, understanding and management of

CHALLENGES OF NEW _
TECHNOLOGIES FOR AML/CFT ML/TF risks

« Process and analyse larger sets of data faster and more
accurately

« Efficient digital on-boarding

« Greater auditability, accountability and overall good
governance

« Reduce costs and maximise human resources to more
complex areas of AML/CFT

« Improve the quality of suspicious activity report submissions

WHICH » MACHINE LEARNING
» DISTRIBUTED LEDGER TECHNOLOGY (DLT)
TECHNOLOGIES » NATURAL LANGUAGE PROCESSING AND SOFT
OFFER THE
COMPUTING
MOST » Application Programming Interfaces (APIs)

POTENTIAL TO
AML/CFT? (Source: The FATF Home Page/Documents/D AR EF NS EH MNERL)




@ Opportunities and Challenges of New Technologies for AML/CFT i}

MACHINE LEARNING offers the greatest advantage through its ability to learn from

existing systems, reducing the need for manual input into monitoring, reducing false positives and
identifying complex cases, as well as facilitating risk management.
The most useful applications of Machine Learning to AML/CFT include:

- Identification and Verification of customers through authentication AI, including biometrics, and
liveness detection techniques (micro expression analysis, anti-spoofing checks, fake image
detection, and human face attributes analysis)

« Monitoring of the business relationship and behavioural and transactional analysis by using
Machine Learning algorithms to place customers with similar behaviour into cohesive groupings
to monitor and alert scorings to focus on patterns of activity

« Identification and implementation of regulatory updates: Machine Learning techniques can scan
and interpret big volumes of unstructured regulatory data sources on an ongoing basis to
automatically identify, analyse and then shortlist it based on the institutions’ requirements.

« Automated data reporting (ADR) can make granular data available in bulk to supervisors.

DISTRIBUTED LEDGER TECHNOLOGY (DLT) may improve traceability of

transactions on a cross-border basis, and even global scale, making identity verification easier.

It may speed up the customer due diligence process, as consumers can authenticate themselves.
They can even be automatically approved or denied through smart contracts that verify the

data. DLT continue to pose challenges from an AML/CFT perspective as they are decentralized in
nature and enable un-intermediated peer-to-peer transactions without any scrutiny.

(Source: The FATF Home Page/Documents/ D AR EHMNHEFHHNER)



@ Opportunities and Challenges of New Technologies for AML/CFT f}

NATURAL LANGUAGE PROCESSING AND SOFT COMPUTING

TECH NIQU ES simulates human decision-making, as a result, it can take incomplete,
ambiguous, distorted, or inaccurate (fuzzy) input and produce useful outputs.

Like with all technological solutions, when they are integrated with broader monitoring systems,
they should include an element of human analysis for specific alerts or areas of higher risk.

CE) BASEEIE (Natural Language Processing) &(d. ABINDSEE (BARSEE) ZHARTUIRL. ASZHE I 2524i1, —
RRE(C(E. SEERECBEDIEMEET —77% . FLREZRARAT. FESCHRAT. BOREAT. SURARATREDYUE TIZZ R TRRTI 2T, [Soft
Computing Techniquest(d, IJ7>4185%. Z1—-000E1-F4>7  HESHESR . WA IR, B8R, ( A ITELREZSIEL, |
WO FE, AR, BRIANZEMSEICHICESTHEORERCEDVT, NN, FHEEMZECEITHFS CESINEZED, BEORE
R ZFUVBEIRLIERRT (Lotf A. Zadeh 1991)

Application Programming Interfaces (APIS) connect customer

identification software with monitoring tools, or risk and threats identification tools with
customer risk profiles. An API will generate alerts or alter risk classifications as relevant.

This can:

« Improve the interoperability between traditional banking data, moving away from siloed
systems with fragmented frameworks.

« Increase automation and optimise resources and output accuracy.

« Supply an aggregated and normalized data feed, helping to build a more complete risk
profile for new customers.
(Source: The FATF Home Page/Documents/ D AR EHMNHEFHHNER)



@ Stocktake on Data Pooling, Collaborative Analytics and Data

__Protection JA

« Technology has the potential to make efforts to
combat money laundering and terrorist financing
faster, cheaper, and more efficient in the ways such as;

CTOCKTAKE ON DATA POOLING. to facilitate data sharing and collaborative analysis, and help

COLLABORATIVE ANALYTICS financial institutions analyse large amounts of data more
AND DATA PROTECTION efficiently and identify patterns and trends more effectively.

« A primary reason to share or pool data is to

monitor transactions. Sharing data could also facilitate
customer due diligence measures, such as institutional risk
assessment, On-boarding customers, risk management of a
business relationship, and identification of the beneficial owner.
It can help identify and share patterns and flows, such as the
identification of typologies of crime and intelligence-driven
investigations.

« An open dialogue between financial institutions AML/CFT supervisors and
DPP authorities is important to the success of initiatives using new technologies and
their ultimate effective implementation. In addition, regulatory sandboxes (or innovation

hubs) provide valuable opportunities to test how new technologies interact with national (or
supranational) AML/CFT and DPP laws and regulations.

* New and emerging privacy—enhancing technologies offer promising ways for private sector
collaboration while protecting information in specific use cases and in line with national and international
data protection and privacy (DPP) frameworks.

(Source: The FATF Home Page/Documents/ D AR EFNSEEZHMNER)



@ Stocktake on Data Pooling, Collaborative Analytics and Data I
Protection - Japan’s POC on Machine Learnin A

“Box 4.2.
Japan’ s Proof of Concept on Machine Learning and Artificial Intelligence”

In order to facilitate data sharing consistent with DPP regulations, Japan has developed a
unique proof of concept (POC) project, which includes participation from several Japanese FIs,
supported by the Japan Financial Services Agency and sponsored by the New Energy and Industrial
Technology Development Organisation.

This project integrates Al algorithms with instructions from each FI transaction dataset, without
sharing or pooling the data, resulting in a single AI model. This POC aims to build an AI model to
facilitate human judgement by calculating the likelihood of a true positive score for transaction
monitoring and sanctions screening.

In this POC, the transaction data of individual FIs were not shared or pooled, but rather took the

following two approaches:

(1) integrating the AI models themselves that learned each institutions’ dataset; and

(2) tuning the AI model that had already learned the dataset of one institution to relearns
another bank and continued this process to improve the accuracy of this AI model.

According to the results of this project, the Shared Transaction Monitoring and Screening System with Al
has enough potential to reduce workload, including the triage process of the detections and
dealing with false positives.

In terms of accuracy and interpretability, the results indicate that some human operations at the
conventional triage process can be replaced by Al-powered judgement. If this initiative spreads to a
wider range of financial industry participants, it could improve the efficiency and effectiveness of
AML/CFT as a whole.

(Source: The FATF documents “STOCKTAKE ON DATA POOLING, COLLABORATIVE ANALYTICS AND DATA PROTECTION
July 2021”, FATF, “Box 4.2. Japan’s Proof of Concept on Machine Learning and Artificial Intelligence”)



